=| glroydevops Q

Day la mot bai viét dai...kha dai...néu ban dang tim moét gidi phap bao ddm an toan dir liéu cta ban cu thé hon 1a
Postgresq| thi bai viét nay sé hiru ich cho ban vi ciing 1a mét bai viét tam huyét ctia minh...

Ban ciing biét div liéu la thir cwe ky quan trong trong moi hé théng, minh sé trién khai mét co sé& div liéu cé tinh kha
dung cao cu thé véi Postgresql High Availability Master Slave, Vay tai sao can thiét 1ap diéu nay ma chi don gian cai dat
mot co s& di liéu la xong?

Chung ta sé va sé c6 co s& dir liéu chinh va nhirng co s& dir liéu sao chép
nam trén server khac nhau, vay chung ta sé dam bao la khi server chinh bi gap van dé di liéu cla ching ta van sé an
toan.

Khi database Master bj tat/héng thi sao ching ta phai thiét 1ap dé cho
di liéu dworc lién tuc (vi Relica chi c6 nhiém vu doc)

Hon thé nira chang ta cling sé dé dam bao néu di¥ liéu hién tai 16i chung ta co thé restore vé
mot thoi diém nao do trong qua khir. Téi da tirng thy anh ban t6i la Dev dw an mot game Online da bi bug tai nguyén
trong game khién cho cac nguoi dung ai cling s& hivu nhirng vat phdm ma tén nhiéu tién dé mua, va ngay sau dé bén
doi phat trién da tién hanh déng server va tién hanh fix bug ciing nhu restore lai di¥ liéu clia ngwdi dung vé mot khoang
thoi gian trwde do.

V6 van nhirng thi can lo toan cho co s& di¥ liéu vi thé trong nganh ching ta cé vi tri DBA 1a Database Administrator tuy
nhién v&i mdt DevOps Engineer ching ta cling phai biét thiét I1ap ha tAng ddm béo nhirng diéu do.

Va hon thé néu ban khong thich sir dung cdng cu bén th& 3 minh ciing viét Bash script chi tiét vi ban chat moi cong
cu/giao dién tao ra dé thuan tién hon nhwng ciing tr nhirng dong Iénh, vi du giao dién cia AWS cling tr AWS CLI ma
ra, chinh vi vay chung ta di ttr ban chét ban sé& hiéu hon van dé.

Tuy dai nhwng minh da chia ra cach phan rat rd rang nhw dwdi day dé ban co thé chi can st dung mét phan trong day
thoi cling dé dang lam duworc.
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Minh c6 5 servers (Ubuntu 20.04 LTS) va quy dinh nhw sau ban c6 thé note lai dé tién theo ddi nhé:

= Server 0: Dung dé chay ansible

» Server 1: 10.32.3.171 (Postgresql Master) — Server Master
» Server 2: 10.32.3.172 (Postgresql Slave 1) — Server Slave 1
» Server 3: 10.32.3.173 (Postgresql Slave 2) — Server Slave 2

» Server 4:10.32.3.110 (Pgpool2 — configure Postgresql high availability) — Server HA

Tuy nhién ban chi can 3 servers la dwoc vi server 0 c6 thé ban khéng can vi ban cé thé cai dat thi cong Postgresql
tirng server (dwéi minh cling sé& cung cip bash script cho ban chay luén — chay phat mét 1a dworc)

Va ban ciing c6 thé khéng can server 4 vi ban cé thé cai dat cau hinh Pgpool2 trén server 1 (Postgresql master) luén,
minh trién khai st dung truc tiép tai khodn root cach thirc don gidn nén ban cé thé st dung tai khoan sudo va bao mat
hon bang nhirng phwong phéap Iwu trir mat khau nhé

Trién khai Postgresql High Availability (Step by
step)

Chung ta sé& bat dau lam tirng bwéc ban sé hiéu va ndm dwoc cach trién khai, ban hay xem muc luc dé cé thé tim kiém
dwoc phan minh can thiét nhé

Phan 1: Thiét l1ap Master-Slave (Master-Replica)

Step 1: Cai dat Postgresq|

DPA4u tién nhw trén md hinh trién khai va quy wéc chang ta sé cai dat Postgresql trén 3 servers 1a server 1, 2, 3 twong
wng la 1 Master va 2 Slave

t Postgresql bang Ansible



Ban c6 thé xem Cai dat postgresql bang ansible (Step by step) dé& cai dat nhanh Postgresql bang Ansible va Céach st
dung_ansible néu nhw ban chwa biét vé Ansible.

| root@devopsadmin: /home/ai X :| root@master: ~ X ;| root@workerl: ~ ;| root@worker2: ~ il root@intermediate: ~

rootgdevopsadmin: /home/ansible/postgresql# tree .

dbservers-config.yml
inventory.ini
L

L main.yml

L main.yml

L main.yml
README .md

L main.yml

L pg_hba.conf.j2

|: inventory

test.yml

L main.yml

10 directories, 11 files

root@devopsadmin: /home/ansible/postgresql# cat inventory.ini
[all_hosts]

targetl ansible_ssh_host=10.32.3.171

target2 ansible_ssh_host=10.32.3.172

target3 ansible_ssh_host=10.32.3.173

[dbservers]

targetl

target2

target3
root@devopsadmin: /home/ansible/postgresql#

Chay ansible dé cai dat postgresql verison 14
trén 3 servers.

:| roct@devopsadmin: fhome/ai X 2| root@master: ~ X 2| root@workerl: ~ X 2l root@worker2: ~ X 2l root@intermediate: ~

TASK [postgresql : Enable UFW] sk sassdsddshddh ek ddddrhhhd kb hh ko d ki dh kb ko h ko d ko kA kR d kAR R kR R AR AR AR AR d R Ak kAR AR R kAR AR R AR A AR AR F AR IR R KA AR AR ER IR IARIA IR IR RI IR AT EH K

[ e =T L Y R B T T T
TASK [postgresql : Allow PostgreSQL connections through firewall] #sssasasdsasadaddanddhhhhddrdrdhkhh kR R d Rk R AR kR AR AR AR d Rk R AR kR AR AR AR ARk Rk R AR AR Ak kAR ARk Rk kAR AR kR AR AR AR AR AR AR AR A KA R * AR

[postgresql : Configure PostgreSQL default user and pasSWOTO] #swawwhhhdhhamhhdhahhhhhhhahnhhhhhhhhh kR R AR kR kR AR AR d R R R AR kR R R AR AR h R R R R kR R R AR R R h R AR h R R AR R ARk Rk R AR AR h R AR ARk kR AR AR TR
TASK [postgresql : Set listen_addresses to all in postgresql.COonf] #ssasaddddddddhddbdddddhdddddhhbbdbdh b b d b b d b bk b b AR h A S A A kA A b A A A AR A RSk Ak d A b AR AR bR bk Ak h A b AR h b bk bk Ak h A b A d ke kh b bk kA hh b d &
TASK [postgresql : Configure PoStgreSOL CONNE@CTLION ] ok ek ek ook ook e ok e oo ok o ook o o ko ok ook oo ook oo ok ook ook ook koo oo oo oo oo oo o oo ok oo ok e e ek
RUNNING HANDLER [postgresql : restart postgresql] sassassdsadsdddddddddddddhddh s hd Rk rd ki d Rk d ok d kR kR R kR kR AR AR Kk AR kR kR AR AR kR AR AR R d Ak A AR R AR KRR AR A AR A AR AR IR R IR AR AR KA KRR IR AR AR

PLAY RECAP kdkkdkhkkhkhkkhkhkhhdhhkhhkhhdhhkhhdhhh kb kb h bk d kb kb hdhhkh bk bk kb kd bk kb hdhhkhhhk bk hhkh bk bk hkhhhkhhhhhhhhhkhhdhhhhhhkhdkhhhhhhhdhdkhhbhkhhbhhdhhbhkhhbkhrhhbhdhdkhhrhhbhkhddhhhkhhbhhddhhdk
unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

root@devopsadmin: /home/ansible/postgresql#

Cai dat Postgresql bang Bash script

Néu ban chwa sir dung Ansible hodc khéng muén cai dat bang Ansible thi ban cé thé cai dat ban thd céng bang cach

truy cap vao tirng server va lam cac bwdc sau dé cai dat Postgresql 14 bang Bash script:

tao file bash script cai dat Postgresql va copy néi dung sau vao file:
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#!/bin/bash

# Update the package list and upgrade installed packages
sudo apt update

sudo apt upgrade -y

# Install PostgreSQL repository key

wget --quiet -0 - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

# Add PostgreSQL repository
RELEASE=$(1sb _release -cs)

echo "deb http://apt.postgresql.org/pub/repos/apt/ $RELEASE-pgdg main" | sudo tee /etc/apt/sources.list.d/pgdg.list

# Update the package list again
sudo apt update

# Install PostgreSQL 14

sudo apt install -y postgresql-14

# Optional: Install additional PostgreSQL contrib packages

sudo apt install -y postgresql-contrib-14
# Start and enable PostgreSQL service
sudo systemctl start postgresql

sudo systemctl enable postgresql

echo "PostgreSQL 14 has been installed successfully."”

¢ chmod +x install postgresgl.sh && ./install postgresql.sh cAp quyén thuwc thi va chay file bash script cai
dat Postgresq|

¢ vi Jetc/postgresql/14/main/postgresql.cont truy cap file cu hinh Postgresql va tim dong dwéi day va sira
dé co6 thé két nbi tr cac server khac

listen_addresses = '*'

¢ systemctl restart postgresql khéiddng lai Postgresql dé ap dung cu hinh

¢ vi Jetc/postgresql/14/main/pg hba.cont truy cap file chira cac quy tac xac thwe, phan quyén réi xoa di va dién
nhw sau lwu va dong lai

# TYPE DATABASE USER ADDRESS METHOD

local all all peer

# IPv4 local connections:

host all all 0.0.0.0/0 scram-sha-256
# IPv6 local connections:

host all all ::1/128 scram-sha-256
# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all peer

host replication all 127.0.0.1/32 scram-sha-256

host replication all ::1/128 scram-sha-256




m¢o firewall

mé& port 5432 dé co thé truy cap tir bén ngoai

Kiém tra trang thai cac Postgesql da cai dat

kiém tra tre ng thai cia server Master cai dat Postgresql

3| root@devopsadmin: ~ x :| root@master: ~ 3| root@workerl: ~ il root@worker2: ~ 2 root@intermediate: ~

root@master:~# systemctl status postgresql
postgresgl.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor preset: enabled)
Active: since Fri 2023-06-23 22:29:26 UTC; 5min ago
Process: 27499 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 27499 (code=exited, status=0/SUCCESS)
CPU: 685us

Jun 23 22:29:26 master systemd[1]: Starting PostgreSQL RDBMS ...
Jun 23 22:29:26 master systemd[1]: Finished PostgreSQL RDBMS.
rootamaster:~# _

tiép tuc sang kiém tra trang thai cla server Slave 1 cai dat Postgresq|

il root@devopsadmin: ~ X | root@master: ~ 2| root@workerl: ~ 2l root@worker2: ~ il root@intermediate: ~

rootaworkerl:~# systemctl status postgresql
postgresgl.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor preset: enabled)
Active: since Fri 2023-06-23 22:29:27 UTC; 5min ago
Process: 25407 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 25407 (code=exited, status=0/SUCCESS)
CPU: 645us

Jun 23 22:29:27 workerl systemd[1]: Starting PostgreSQL RDBMS ...

Jun 23 22:29:27 workerl systemd[1]: Finished PostgreSQL RDBMS.
root@workerl:~#

tiép tuc sang kiém tra trang thai cla server Slave 2 cai dat Postgresq|




3| root@devopsadmin: ~ x :| root@master: ~ ] o il root@worker2: ~ ¢ !l root@intermediate: ~

root@worker2:~# systemctl status postgresql
postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor preset: enabled)
Active: since Fri 2023-06-23 22:29:27 UTC; 5min ago
Process: 18327 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 18327 (code=exited, status=0/SUCCESS)
CPU: 687us

Jun 23 22:29:27 worker2 systemd[1]: Starting PostgreSQL RDBMS ...
Jun 23 22:29:27 worker2 systemd[1]: Finished PostgreSQL RDBMS.

root@worker2:~#

Step 2: Thiét |ap cau hinh trén Master
Tiép theo chung ta can tao mét user replica dé phuc vu cho viéc thiét 1ap Postgresql high availability Master-Slave
Tai server Master tién hanh thuc hién cac bwdc sau dé cau hinh cho Postgresql thanh node master

chuyén déi ngudi dung hién tai sang ngudi dung “postgres”

tao mot nguwdi dung “replicator” trong co s& dir liéu PostgreSQL,
tién hanh nhap Password ban mudn dé hoan thanh

Giai thich ttrng phan cutia cau 1énh:

= “createuser”: Day la mot cau Iénh trong PostgreSQL dwoc sir dung dé tao mot ngudi dung mai trong co s& dir
liéu.

» ‘“—replication”: Day la moét tuy chon cda cau lIénh createuser dé chi dinh réng ngwdi dung méi dwoc tao sé co
quyén sao chép (replication). Quyén sao chép cho phép nguwdi dung tham gia vao viéc sao chép di liéu tr may
chl PostgreSQL chinh (primary) sang cac may chd PostgreSQL khac (standby) d& dam bao tinh sén sang va
sao lwu dy phong.

= “-P“: Day |a mot tiy chon dé yéu ciu nhap mat khau cho ngwdi dung méi. Khi tiy chon nay dwoc st dung, ban
sé& dwoc yéu cau nhap mat khau cho ngudi dung méi ngay sau khi cau 1énh dwoc thye thi.

= “-e": Day la mot tuy chon dé hién thj cau 1&énh SQL duoc sir dung dé tao nguwdi dung trong két qua dau ra. N6

giup ban xem cau Iénh SQL tao nguw&i dung do.

»  “replicator®: Day la tén nguwdi dung méi dwoc tao. Trong vi du nay, ngudi dung méi dwoc dat tén la “replicator”.
Khi cau lIénh dwoc thye thi thanh cdng, mét ngwdi dung méi cé tén “replicator” sé dugc tao trong co sé& di liéu
PostgreSQL v&i quyén sao chép (replication) va ban sé dwoc yéu cdu nhap mat khau cho ngwdi dung nay.

thoat khéi nguwdi dung “postgres”

mé file chira cac quy téc xac thwc va phan quyén cho cac két ndi dén
iir liéu PostgreSQL va thém 2 dong duéi day vao cudi file (2 IP server Slave 1 va Slave 2)



kh&i dong lai Postgresql

Va day la nhirng cau lénh da chay & trén dé thiét lap Postgresql trén Server Master ( )

:| root@devopsadmin: fhomefan X 2| root@master: ~ X il root@workerl: ~ X il root@worker2: ~ X il root@intermediate: ~

root@master:~# sudo su - postgres

postgresgmaster:~$ createuser --replication -P -e replicator

Enter password for new role:

Enter it again:

SELECT pg_catalog.set_config('search_path', '', false);

CREATE ROLE replicator PASSWORD 'SCRAM-SHA-256$4096:WCCd8Vpx07cKlgYINTZPjg==$1/Iw+CNF255xQk61Dgdfqtox5VRIazLSHaPF1QNSer8=:0UyYS66F/t5ceqYult024XZK68u+slrcvPjRdybjb5k=" NOSUPERUSER NOCREATE
DB NOCREATEROLE INHERIT LOGIN REPLICATION;

postgres@master:~$ vi /etc/postgresql/14/main/pg_hba.conf

postgresgmaster:~$ cat /etc/postgresql/14/main/pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD

local 1A all peer

# IPv4 local connections:

host all all 0.0.0.0/0 scram-sha-256
# IPv6 local connections:

host all all ::1/128 scram-sha-256
# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all peer

host replication all 127.0.0.1/32 scram-sha-256
host replication all 1:1/128 scram-sha-256

host replication replicator 10.32.3.172/24 md5
host replication replicator 10.32.3.173/24 md5
postgresgmaster:~$ systemctl reload postgresql.service
postgresgmaster:~$ exit

logout

root@master:~# systemctl reload postgresql.service

rootgmaster:~#

Step 3: Thiét I1ap cau hinh trén Slave
Truy cap sang server Slave 1 va lam cac budc sau:
dwng Postgresql

backup lai data cl ra mét thw
muc khac (buéc nay cé thé bd qua)
x6a di¥ liéu cl

chuyén dbéi nguoi dung hién tai sang nguoi dung “postgres”

st dung dé sao chép co sé& dir liéu PostgreSQL t&» mot may chd chinh (primary) sang mot may chid sao
chép (standby) mai va ban tién hanh nhap mat khau user replicator vira tao trén Postgresql server Master

Giai thich ttrng phan cuia cau 1énh:

= “pg_basebackup”: Day la mét cong cu dong Iénh dwoc cung cAp bdi PostgreSQL dé sao chép co sé& dir liéu tir
may chu chinh sang may chu sao chép.

= “-h 10.32.3.171* Day la tuy chon dé chi dinh dia chi IP hodc t&én may chi cla may chi chinh t&r noi co s& div
lieu sé dwoc sao chép.

= “-D /var/lib/postgresql/14/main*“: Day |3 tuy chon dé chi dinh dwdng dan dén thw muc dir liéu ctia may chi sao

chép, noi co s& dir liéu sao chép sé duoc lwu triv.



= “-U replicator*: Day la tiy chon dé chi dinh tén nguoi dung (replicator) ma cdng cu pg_basebackup sé st dung

dé két ndi va sao chép co s di liéu tir may chad chinh.
= “-P*: Day la tuy chon dé yéu cau nhap mat khiu cho nguwdi dung (replicator) khi thwc hién sao chép.
= “-v*: Day la tuy chon dé hién thi tién trinh sao chép chi tiét trong qua trinh thwc thi 1énh.

= “-R“: Day la thy chon dé chi dinh rdng may chi sao chép sé& duwoc cau hinh dé chay dwdi dang may chi sao

chép (standby) va s&n sang dé nhan cac ban cap nhat tir may cha chinh.

= “-X stream": DAy la ty chon dé chi dinh phwong thirc truyén di» liéu la stream replication. Trong truéng hop

nay, di¥ liéu s& dwoc truyén tr may chi chinh dén may chii sao chép théng qua ludng di liéu (stream).

= “-C*“: Day la tuy chon dé chi dinh rang tép pg_control ciing sé& dwoc sao chép. Tép pg_control chira théng tin

quan ly cAu hinh va trang thai cia co s& dir liéu.

= “-S slave_1“: Day la tly chon dé chi dinh tén ngudi ghi (slot) dwoc str dung dé xac dinh vi tri sao chép. Tén
nguwdi ghi dwoc sir dung dé gidi han viéc sao chép chi dén vj tri xac dinh, gitp gitr co s& dir liéu sao chép & mét
trang thai nhat dinh.

thoat khoi ngudi dung “postgres”
kh&i dong lai Postgresq|

Va day la nhirng cau lénh da chay & trén dé thiét 1ap trén Server Slave 1 ( )

il root@devopsadmin: ~ X | root@master: ~ X 2| root@workerl: ~ x 2l root@worker2: ~ X il root@intermediate: ~

rootaworkerl:~# systemctl stop postgresql.service

root@workerl:~# cp -R /var/lib/postgresql/1l4/main /var/lib/postgresql/14/stand-by-bkp
root@workerl:~# rm -rf /var/lib/postgresql/1l4/main /%

root@workerl:~# sudo -i -u postgres

postgresaworkerl:~$ pg_basebackup -h 10.32.3.171 -D /var/lib/postgresql/l4/main -U replicator -P -v -R -X stream -C -S slave_1
Password:

pg_basebackup: initiating base backup, waiting for checkpoint to complete
pg_basebackup: checkpoint completed

pg_basebackup: write-ahead log start point: 0/2000028 on timeline 1
pg_basebackup: starting background WAL receiver

pg_basebackup: created replication slot "slave_1"

26251/26251 kB (100%), 1/1 tablespace

pg_basebackup: write-ahead log end point: ©/2000100

pg_basebackup: waiting for background process to finish streaming ...
pg_basebackup: syncing data to disk ...

pg_basebackup: renaming backup_manifest.tmp to backup_manifest
pg_basebackup: base backup completed

postgresaworkerl:~$ exit

logout

root@workerl:~f# systemctl start postgresqgl

root@workerl:~#

Lam twong tw nhw ta cling duwoc két qua twong tw (chd y budc sao chép dir liéu ban hay dbi thanh slave_2) trén server
Slave 2 ( )



3| root@devopsadmin: ~ x :| root@master: ~ x 2| root@waorker: ~ il root@worker2: ~ !l root@intermediate: ~

root@worker2:~f# systemctl stop postgresql.service

root@worker2:~# cp -R /var/lib/postgresql/14/main /var/lib/postgresql/14/stand-by-bkp
rootaworker2:~# rm -rf /var/lib/postgresql/14/main/*

root@worker2:~# sudo -i -u postgres

postgresaworker2:~$ pg_basebackup -h 10.32.3.171 -D /var/lib/postgresql/14/main -U replicator -P -v -R -X stream -C -5 slave_2
Password:

pg_basebackup: initiating base backup, waiting for checkpoint to complete
pg_basebackup: checkpoint completed

pg_basebackup: write-ahead log start point: 0/4000028 on timeline 1
pg_basebackup: starting background WAL receiver

pg_basebackup: created replication slot "slave_2"

26251/26251 kB (100%), 1/1 tablespace

pg_basebackup: write-ahead log end point: 0/4000100

pg_basebackup: waiting for background process to finish streaming
pg_basebackup: syncing data to disk

pg_basebackup: renaming backup_manifest.tmp to backup_manifest
pg_basebackup: base backup completed

postgresaworker2:~$ exit

logout

root@worker2:~# systemctl start postgresql

root@worker2:~#

T4t nhién Ia ching ta ciing c6 thé sir dung Ansible va Bash script dé thiét lap cac bwéc trén tw ddng vi nhiéu Server thi
cac budc trén sé tdn thoi gian, nhwng pham vi hwéng dan minh sé lam tirng bwéc con khi ban hiéu rdi thi cé thé lam
theo y cia minh sao cho tbi wu nhét.

Step 4: Kiém tra hoat déng Master-Slave

Chung ta quay lai Server master va kiém tra bang cac buéc sau

truy van thong tin vé cac
ngudi ghi (replication slots) dang tén tai trong Postgresq|

3| root@devopsadmin: ~ x :| root@master: ~ X 3| root@workerl: ~ x il root@worker2: ~ 2 root@intermediate: ~

root@master:~# sudo -i -u postgres psql postgres -c "SELECT * FROM pg_replication_slots;"

slot_name | plugin | slot_type | datoid | database | temporary | active | active_pid | xmin | catalog_xmin | restart_lsn | confirmed_flush_lsn | wal_status | safe_wal_size | two_phase
+ + + + + + + t t t t t + t

slave_1 | | physical | | | f | t | 27646 | | | 0/5000060 | | reserved | | f

slave_2 | | physical | | | f | t | 27689 | | | 0/5000060 | | reserved | | f

(2 rows)

rootamaster:~# _

Chung ta da thiét 1ap va co 2 Slave trang thai la t (true) va mét sé théng tin khac ban hay tim hiéu thém néu mubn nhé
ching ta tiép tuc kiém tra




truy cap vao méi treong dong Iénh cliia PostgreSQL v&i quyén ngudi dung
“‘postgres” thong qua sudo

Tao table users

Thém dir li€u sample vao table users

truy van théng tin

Va day la nhirng cau lénh da chay & trén ban da thay Postgresql trén server Master da hoat déng tot

2| root@devopsadmin: ~ x :| root@master: ~ X 2| root@workerl: ~ x 2| root@worker2: ~ x !l root@intermediate: ~ X

root@master:~# sudo -i -u postgres psql postgres -c "SELECT * FROM pg_replication_slots;"
slot_name | plugin | slot_type | datoid | database | temporary | active | active_pid | xmin | catalog_xmin | restart_lsn

slave_1 | physical 27646 | | ©/50258C8 | reserved
slave 2 | physical 27689 | | 8/50258C8 | reserved
(2 rows)

rootamaster:~# sudo -i -u postgres psqgl postgres
psql (14.8 (Ubuntu 14.8-1.pgdg22.04+1))
Type "help” for help.

postgres=# CREATE TABLE users (
id SERIAL PRIMARY KEY,
name VARCHAR(100)

);

CREATE TABLE

postgres=# INSERT INTO users (name) VALUES ('administrator');INSERT INTO users (name) VALUES ('elroy');
INSERT 0 1

INSERT @ 1

postgres=# select * from users;

id | name

—_—
1 | administrator

2 | elroy
(2 rows)

postgres=# _

Tiép theo chung ta thir qua server Slave 1 dé kiém tra xem da dwoc déng bo dir liéu chwa

truy cap vao méi trwdng dong lénh ctia PostgreSQL véi quyén nguwdi ding
“postgres” thdng qua sudo

truy van thong tin va da cé két qua twong tw Slave 1 clia ching ta da hoat déng



3| root@devopsadmin: ~ x :| root@master: ~ x il root@workert: ~ 2| root@worker2: ~ !l root@intermediate: ~

root@workerl:~# sudo -i -u postgres psql postgres
psql (14.8 (Ubuntu 14.8-1.pgdg22.04+1))
Type "help” for help.

postgres=# select * from users;
id | name
—_
1 | administrator
2 | elroy
(2 rows)

postgres=4#

Twong tw ching ta check qua server Slave 2 va thay rang n6 ciing da hoat déng

3| root@devopsadmin: ~ X :| root@master: ~ X 2| root@workerl: ~ | root@worker2: ~ il root@intermediate: ~

root@worker2:~# sudo -i -u postgres psql postgres
psql (14.8 (Ubuntu 14.8-1.pgdg22.04+1))
Type "help” for help.

postgres=# select * from users;
id | name
—_—
1 | administrator
2 | elroy
(2 rows)

postgres=#

Ban c6 thAy mé hinh & trén Slave chi cé thé read only khéng la chi co thé select di¥ liéu va khéng thé insert chung ta
cung thir trén server Slave 1

thém dir liéu va dwoc két qua 16i dwoi day




il root@devopsadmin: ~ x | root@master: ~ x il root@workert: ~

root@workerl:~# sudo -i -u postgres psql postgres
psql (14.8 (Ubuntu 14.8-1.pgdg22.04+1))
Type "help” for help.

postgres=# select * from users;
id | name
—_
1 | administrator
2 | elroy
(2 rows)

postgres=# INSERT INTO users (name) VALUES ('guest');
ERROR: cannot execute INSERT in a read-only transaction
postgres=#

Vay la chung ta da thiét 1ap thanh céng budc dau Postgresql high availability cho 3 servers véi Server 1 lam Postgresql
Master va Server 2 lam Postgresql Slave 1 va Server 3 lam Postgresql Slave 2.

Step 5: Cau hinh fail over (quan trong phai biét)

Tiép theo, nhw da ndi ngay lic dau van dé cla chung ta la néu nhw Master gdp van dé gi dé va bj shutdown thi sao? lic
do ta s& phai cau hinh dé cho Slave I&n lam Master dé c6 thé dam béo viéc ghi va doc ban nhé chi Slave mac dinh chi
co thé doc di liéu.

Trén server Master tién hanh stop Postgres va trén server Slave 1 va server Slave 2 ban ciu hinh nhw dwéi day:
chuyén Slave thanh Master

Ldc nay Slave 1 va Slave 2 sé nhuw la Master c6 kha nang ghi va doc nhw binh thuwdng

3| root@master: ~ X 2| root@workerl: ~ x | of 2l root@intermediate: ~

root@workerl:~# sudo -i -u postgres psql postgres
psql (14.8 (Ubuntu 14.8-1.pgdg22.04+1))
Type "help” for help.

postgres=# SELECT pg_promote();
pg_promote

t
(1 row)

postgres=# INSERT INTO users (name) VALUES ('guest’);
INSERT @0 1
postgres=# select * from users;

id | name

—_

1 | administrator

2 | elroy

3 | guest
(3 rows)

postgres=# _




Tiép theo ban c4u hinh lai vi du:

» Server 2 => Master
» Server 3 => Slave cua server 2

= Vakhi Server 1 (Master bj tat) dwoc bat lai, Server 1 => Slave cta Server 2

Luc nay chung ta sé str dung Server 2 dé tiép tuc thwe hién nhirng truy van va Server 3 |14 Slave cho server 2.

Ban c6 thé x6a mot ciu hinh Slave trén Server 1 bang cach chay 1énh sau (vi du xéa slave 2 — xda Server 3 khéng con
la Slave cuia Server 1)

Ban thay khong that Ia mat céng strc va phire tap khi lam thi cdng phai khédng nao, tuy nhién ban khéng can phai lo lang
vi d6 la phan ly thuyét ma ban can phai ndm dwoc con sau day minh sé hwéng dan nhivng cach tir ban chat dén cong
cu dé cau hinh Postgresql high availability.

Bash script thiét 1ap auto Postgresql high availability

Tai server HA (Server 4) tién hanh cac bwéc sau (ban hay chu y thay dbi nhirng théng tin vé IP server va Password cla
ban nhé)

Chung ta can thiét 1ap dé& cho Server thiét 1ap Postgresql high availability c6 thé ssh dén cac server Postgresql dé cé thé
thwe hién chay Bash script

tao key (ban c& enter nhé)
copy key sang server Master (nhap password)
copy key sang server Slave 1 (nhap password)
copy key sang server Slave 2 (nhap password)
chuyén dén home

tao file thiét I1ap Slave thanh Master v&i ndi dung sau

tao file thiét Iap két néi Slave dén Master méi v&i ndi dung



#!/bin/bash

# truy cdp vao méi trudng postgresql thiét 1ap c6 thé write/read

sudo -i -u postgres psql postgres -c "SELECT pg promote();"

# dung postgresql

systemctl stop postgresql

# x6a hét dir liéu cii

rm -rf /var/lib/postgresql/14/main/*

# chay lénh backup dir 1liéu tu master méi
sudo -u postgres PGPASSWORD="2612" pg basebackup -h 10.32.3.172 -D /var/lib/postgresql/14/main -U replicator -P -v -

R -X stream -C -S slave_1

# khdi doéng lai postgresql

systemctl start postgresql

¢ vi check-postgresql.sh tao file health check Server Master néu Server Master that bai sé tién hanh chay dé tao
Master Slave moi



File trén minh da giai thich kha ky réi nhwng minh sé giai thich thém mét chat:

= File sé& tién hanh kiém tra trang thai Postgresq| trén server Master, néu nhw hoat déng binh thuwéng sé ghi vao
file output.log Server 1 dang hoat déng va néu server Master c6 van dé sé tién hanh Copy 2 file Bash script
trén vao server 2 va server 3 twong (rng cau hinh server 2 thanh Master mai va server 3 thanh Slave cla server

2, khi d6 ban cé thé kiém tra xem server 1 c6 van dé khién né khéng hoat dong.



= File log sé téi da 1a 10MB

chay file Bash script dwéi nén

tién hanh kiém tra file log

str dung Iénh nay & server 1 (gia dinh server 1 bi down)

Ban lam dung cac buéc trén va sé duoc két qua sau

Vay 1a minh va ban cung thiét lap xong cac budc dé chuyén déi Master-Slave, ban cé thé cai tién cdu hinh trén bang
cach Iwu lai nhivng théng tin Password vao file dé tang kha nang bao mat.

Step 6: Cau hinh tw ddng backup di liéu

Tiép tuc ching sé tién hanh thiét 1ap ciu hinh tw ddong backup di liéu



Vi du ban cé database postgres trén 3 servers nhw da thiét 1ap, 1 Master va 2 Slave, ban mudn backup lai database dé
dinh ky va ty déng hay lam theo cac bwéc dudi day:

Chung ta chon server Slave 2 dé thiét 1ap tw dong backup

tao file bash scipt v&i néi dung dwéi day (minh da mé ta ky ban hay xem
nhé)

cap quyén thyec thi cho file
mé& crontab (day Ia moét tool 1ap lich ching ta st dung dé cai dat chay file auto backup)

thiét I1ap 1h sang hang ngay sé chay file backup

Phan 2: Thiét 1ap Postgresql high availability v&i Pgpool

Nhw & trén ban thiy cac servers cai dat Postgresql van la nhirng két ndi doc lap vay dé ciu hinh cho Postgresql high
availability thi chung ta phai thwc hién buwédc két ndi 3 servers Postgresql trén thanh 1 connection duy nhét.

Va ciu hinh viéc nay ciing sé gitp chang ta chia tai dén truy van gitra cac database, vi du server Master ban dé tai
nguyén nhiéu hon thi cho két ndi dén né nhiéu hon, ching ta co rat nhiéu cach khac nhau dé 1am viéc nay nhw HAproxy,

Nginx,...

Tuy nhién trong bai nay minh thiét 1ap Postgresql high availability bang Pgpool mét cong cu manh mé va gitp ban co thé
tw ddng hoa duwoc rat nhidu thi mét sé wu diém nhw 1a:

Native replication (master-slave, master-master)



Connection pooling
Load balancing
High availability i.e. automatic failover etc

In memory query caching

Tai liéu chinh thirc ban xem tai: Configuration Examples (pgpool.net) minh thay trang hwéng dan kha ngan gon nhiéu

tool khac vao trang chi doc cling hdc mau Iam ;c

Thiét lap nhanh chong

PA4u tién ching ta cung thwe hién cach don gian trwdc d6 chinh la st dung docker-compose dé thiét 1ap Pgpool

Postgresql high availability. Hdy d&m bao ban da cai dat docker trén server 4 (server HA) nhé néu chwa ban c6 thé cai

nhanh docker bang Bash script tham khao file cai dat Jenkins CI/CD Pipeline (docker-setup.sh file)

Trén server HA ban lam cac buwéc sau:

tao file docker-compose.yml va thong tin dwéi day

Giai thich ttrng phan cutia cau 1énh:

version: '2':Day la phién ban cla tép ciu hinh docker-compose. Trong trwéng hop nay, si dung phién ban
2.

services: Day 1a phan dinh nghia cac dich vu dwoc trién khai trong docker-compose.
pgpool: Day la tén dich vu, ban c6 thé dat tén tuy v.

image: bitnami/pgpool:4: Pay la hinh anh Docker sé& dwoc st dung dé trién khai dich vu pgpool. Trong
trvdng hop nay, st dung hinh anh bitnami/pgpool phién ban 4.
ports: - 5432:5432: Day |la phdn m& cbng, cho phép cdng 5432 trén may chi Docker host (may chu vat ly)

dwoc anh xa vao cdng 5432 trong container pgpool. Diéu nay cho phép truy cap vao pgpool qua cdng 5432.


https://www.pgpool.net/docs/latest/en/html/example-configs.html
https://elroydev.tech/file-cai-dat-jenkins-ci-cd-pipeline/

environment: DAy 1a phan dinh nghia cac bién méi trwéng can thiét cho dich vu pgpool. Trong trwdng hop nay,

céac bién méi trwdng bao gom:

= PGPOOL_BACKEND_NODES: Chi dinh danh sach cac node may chi PostgreSQL ma pgpool sé can bang
tdi va chuyén huéng céc truy van dén. Trong trwdng hop nay, cé 3 node véi cac dia chi IP va cbng
twong ng la 10.32.3.171:5432, 10.32.3.172:5432, va 10.32.3.173:5432.

= PGPOOL_SR_CHECK_USER: Chi dinh nguwoi dung dwoc st dung dé kiém tra két ndi dén cac node may
chu PostgreSQL.

= PGPOOL_SR_CHECK_PASSWORD: Mat khiu cho nguwdi dung kiém tra két ndi dén cac node may chd
PostgreSQL.

= PGPOOL_ENABLE_LDAP: Xac dinh xem phwong thirc xac thiwee LDAP dwoc kich hoat hay khéng. Trong
trudng hop nay, né dwoc dat thanh “no” dé tat LDAP.

= PGPOOL_POSTGRES_USERNAME: Tén nguwdi dung PostgreSQL duwoc st dung dé két ndi dén pgpool.
= PGPOOL_POSTGRES_PASSWORD: Mat khdu ngudi dung PostgreSQL dé két néi dén pgpool.
= PGPOOL_ADMIN_USERNAME: Tén ngw¢i dung quan trj vién cua pgpool.

PGPOOL_ADMIN_PASSWORD: Mat khdu ngwdi dung quan tri vién ctia pgpool.

healthcheck: DAy Ia phan dinh nghia kiém tra strc khde cla dich vu pgpool.

= test: ["CMD", "/opt/bitnami/scripts/pgpool/healthcheck.sh"]: Day la l&énh kiém tra strc
khoée cta dich vu. Trong trwd'ng hop nay, Iénh /opt/bitnami/scripts/pgpool/healthcheck.sh
dwoc thwe thi dé kiém tra stirc khde clia pgpool.

= interval: 10s: Thoigian che gitra cac 1an kiém tra sirc khde, & day 1a 10 giay.
= timeout: 5s: Thoigian t6i da dé ché phan héi tir kiém tra strc khde, & day la 5 giay.

= retries: 5:S6 lan th lai khi kiém tra strc khée that bai, & day 1a 5 1an.

chay docker-compose va duoc két qua nhw dudi day:



két nbi dén server HA dé& xem thiét 1ap da hoat dong
chwa vao dugc postgres la thanh cong

hién thi théng tin vé cac nut (nodes) trong pgpool da thanh céng két ndi dén 3 servers
Postgresql (Ctrl +Z néu khéng thoat dwoc nhé)



Tiép theo dé test hoat ddng ching ta cung thwc hién that nhiéu nhirng cau select nhw dwéi day (van dang trong két ndi
Postgresql server HA):

tién hanh truy van (ban lam vai 1an nhé)

hién thij lai théng tin cac node da thay truy van dwoc chia sang cac database servers



Ban c6 thé ciu hinh thém nhirng Bash script dé tw déong chuyén dbi slave-master nhw trén.

Thiét [ap chuyén nghiép
Minh sé bd sung cach thiét 1ap chuyén nghiép hon vé Postgresql High Availability & th&i gian té¢i. Minh sé& [am nhiéu

hwéng dan hon vé cac ki nang cac tool khac dé giup ban t6i wu dwoc nhivng tac vu cling nhuw tiét kiém nhirng chi phi
khi phat trién phdn mém. Thanks.

Moi thac mac ban co thé lién hé:

Email: elroydevops@gmail.com

database
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